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Abstract: We give a new theoretical solution to a leading-edge experimental challenge,
namely to the verification of quantum computations in the regime of high computational
complexity. Our results are given in the language of quantum interactive proof systems.
Specifically, we show that any language in BQP has a quantum interactive proof system with
a polynomial-time classical verifier (who can also prepare random single-qubit pure states),
and a quantum polynomial-time prover. Here, soundness is unconditional—i. e., it holds
even for computationally unbounded provers. Compared to prior work achieving similar
results, our technique does not require the encoding of the input or of the computation;
instead, we rely on encryption of the input (together with a method to perform computations
on encrypted inputs), and show that the random choice between three types of input (defining
a computational run, versus two types of fest runs) suffices. Because the overhead is very
low for each run (it is linear in the size of the circuit), this shows that verification could be
achieved at minimal cost compared to performing the computation. As a proof technique, we
use a reduction to an entanglement-based protocol; to the best of our knowledge, this is the
first time this technique has been used in the context of verification of quantum computations,
and it enables a relatively straightforward analysis.
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ANNE BROADBENT

1 Introduction

Feynman [24] was the first to point out that quantum computers, if built, would be able to perform
quantum simulations (i. e., to compute the predictions of quantum mechanics; which is widely believed to
be classically intractable). But this immediately begs the question: if the output of a quantum computation
cannot be predicted, how do we know that it is correct? Conventional wisdom would tell us that we
can rely on testing parts (or scaled-down versions) of a quantum computer—conclusive results would
then extrapolate to the larger system. But this is somewhat unsatisfactory, since we may not rule out
the hypothesis that, at a large scale, quantum computers behave unexpectedly. A different approach
to the verification of a quantum computation would be to construct a number of quantum computers
based on different technologies (e. g., with ionic, photonic, superconducting and/or solid state systems),
and to accept the computed predictions if the experimental results agree. Again, this is still somewhat
unsatisfactory, as a positive outcome does not confirm the correctness of the output, but instead confirms
that the various large-scale devices behave similarly on the given instances.

This problem, though theoretical in nature [6], is already appearing as a major experimental challenge.
One of the outstanding applications for the verification of quantum systems is in quantum chemistry,
where the current state-of-the-art is that the inability to verify quantum simulations is much more the
norm than the exception [29]. Any theoretical advance in this area could have dramatic consequences on
applications of quantum chemistry simulations, including the potential to revolutionize drug discovery.
Another case where experimental techniques are reaching the limits of classical verifiability is in the
Boson Sampling problem [1], where the process of verification has been raised as a fundamental objection
to the viability of experiments [30] (fortunately, these claims are refuted [2], and progress was made in
the experimental verification [45]).

As mere classical probabilistic polynomial-time' individuals, we appear to be in an impasse: how
can we validate the output of a quantum computation?”> For some problems of interest in quantum
computing (such as factoring and search), a claimed solution can be efficiently verified by a classical
computer. However, current techniques do not give us such an efficient verification procedure for the
hardest problems that can be solved by quantum computers (such problems are known as BQP-complete,
and include the problem of approximating the Jones polynomial [5]). Here, we propose a solution
based on interaction, viewing an experiment not in the traditional, static, predict-and-verify framework,
but as an interaction between an experimentalist and a quantum device. In the context of theoretical
computer science, it has been established for quite some time that interaction between a probabilistic
polynomial-time verifier and a computationally unbounded prover allows the verification of a class of
problems much wider than what static proofs allow.’

Interactive proof systems traditionally model the prover as being all-powerful (i. e., computationally
unbounded).* For our purposes, we restrict the prover to being a “realistic” quantum device, i.e., we
model the prover as a quantum polynomial-time machine. Our approach equates the verifier with a

I1. e., assuming humans can flip coins and execute classical computations that take time polynomial in # to solve on inputs of
size n.

2 Assuming the widely-held belief that BQP # BPP, i.e., that quantum computers are indeed more powerful than classical
computers.

3This is the famous |P = PSPACE result [40,43].

4Notable exceptions include [20,31].
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classical polynomial-time machine, augmented with extremely rudimentary quantum operations, namely
of being able to prepare random single pure-state qubits (chosen among a specific set, see Section 3). Our
verifier does not require any quantum memory or quantum processing power. Without loss of generality,
the random quantum bits can be sent in the first round, the balance of the interaction and verifier’s
computation being classical. Formally, we present our results in terms of an interactive proof system,
showing that in our model, it is possible to devise a quantum-prover interactive proof system for all
problems solvable (with bounded error) in quantum polynomial time.

1.1 Related work

The complexity class QPIP, corresponding to quantum-prover interactive proof systems, was originally
defined by Aharonov, Ben-Or and Eban [3], who, using techniques from [11], showed that BQP = QPIP
for a verifier with the capacity to perform quantum computations on a constant-sized quantum register
(together with polynomial-time classical computation). The main idea of [3] is to encode the input
into a quantum authentication code [9], and to use interactive techniques for quantum computing on
authenticated data in order to enable verification of a quantum computation. This result was revisited
in light of foundations of physics in [6], and the protocol was also shown secure in a scenario of
composition [16].

In a different line of research, Kashefi and Fitzsimons [27] consider a measurement-based approach to
the problem, giving a scheme that requires the verifier to prepare only random single qubits: the main idea
is to encode the computation into a larger one which includes a verification mechanism, and to execute the
resulting computation using blind quantum computing [15]. Thus, success of the encoded computation
can be used to deduce the correctness of actual computation. A small-scale version of this protocol was
implemented in quantum optics [10]. Further work by Kapourniotis, Dunjko and Kashefi [37] shows how
to combine the [3] and [27] protocols in order to reduce the quantum communication overhead; Kashefi
and Wallden [38] also show how to reduce the overhead of [27].

To the best of our knowledge, the proof techniques in these prior works appear as sketches only,
or are cumbersome. In particular, the approach that uses quantum authentication codes [3] is based
on [11]. However, the full proof of security for [11] never appeared. Although [3] makes significant
progress towards closing this gap, it provides only a sketch of how the soundness is established in the
interactive case (see, however, the very recent [4]). A full proof of soundness for [3] follows from [16],
however the proof is very elaborate and phrased in terms of a rather different cryptographic task (called
“quantum one-time programs”). In terms of the measurement-based approach, note that a proposed
protocol for verification in [15] was deemed incomplete [27], but any gaps were addressed in [27]. In
this case, however, the protocol (and proof) are very elaborate, and to the best of our knowledge, remain
unpublished.> Note, however that follow-up work has appeared in peer-reviewed form [37,38], and that
these works consider the more general problem of verification for guantum inputs and outputs.

A related line of research also studies the problem of verification with a client that can perform only
single-qubit measurements [35]; the case of untrusted devices is also considered in [34]. In sharp contrast
to these approaches, Reichardt, Unger and Vazirani [42] show that it is possible to make the verifier
completely classical, as long as we postulate fwo non-communicating entangled provers. (This could be

SThis work has been published as [28] during the review period of the current paper.
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enforced, for instance, by space-like separation such that communication between the provers would
be forbidden by the limit on the speed of light.) The main technique used is a rigidity theorem which,
provided that the provers pass a certain number of tests, gives the verifier a tight classical control on the
quantum provers. Very recently, Coladangelo, Grilo, Jeffery, and Vidick [19] have used the techniques
described here to achieve efficient schemes for verifying quantum computations in the model of a classical
verifier and two entangled provers.

1.2 Contributions

Our main contributions are a new, simple quantum-prover interactive proof system for BQP, with a
verifier whose quantum power is limited to the random preparation of single-qubit pure states, together
with a new proof technique.

New protocol. All prior approaches to the verification of quantum computations required some type
of encoding (either of the input or of the computation), or otherwise had the verifier perform part of the
computation. In contrast, our protocol achieves soundness via the verifier’s random choice of different
types of runs. This is a typical construction in interactive proofs, and in some sense it is surprising that it
is used here for the first time in the context of verifying quantum computations. According to the new
protocol, the overhead required for verification can be reduced to repetition of a very simple protocol
(with overhead at most linear compared to performing the original computation), and thus may lead
to implementations sooner than expected (in general, it is much easier to repeat an experiment using
different initial settings, than to run a single, more complex experiment!).

New proof technique. In order to prove soundness, we use the proof technique of a reduction to an
“entanglement-based” protocol. This proof technique originates from Shor and Preskill [44] and has been
used in a number of quantum cryptographic scenarios, e. g., [21,23,25]. To the best of our knowledge, this
is the first time that this technique is used in the context of the verification of quantum computations; we
show how the technique provides a much-needed succinct and convincing method to prove soundness. In
particular, it allows us to reduce the analysis of an interactive protocol to the analysis of a non-interactive
one, and to formally delay the verifier’s choice of run until after the interaction with the prover.
Furthermore, this work unifies the two distinct approaches given above, (one based on quantum
authentication codes and the other on measurement-based quantum computing). Indeed, one can view
our protocol as performing a very basic type of quantum computing on authenticated data [16]; with
hidden gates being executed via a computation-by-teleportation process [33] that is reminiscent of
measurement-based quantum computation, and thus of blind quantum computation [15].
On the conceptual front, this work focuses on the simplest possible way to achieve a quantum-prover
interactive proof system. Via this process, we have further emphasized links between various concepts.
1. A link between input privacy and verification. Prior results [3, 15, 16, 27] all happened to
provide both privacy of a quantum computation and its verification (one notable exception being
the recent [26]). Here, we make this link explicit, essentially starting from input privacy and
constructing a verifiable scheme (this was also done, to a certain extent in [15,27]).
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2. A link between fault-tolerant quantum computation and cryptography. Prior results [3,11,16]
used constructions inspired by fault-tolerant quantum computation. Here, we make the link even
more explicit by using single-qubit gate gadgets that are adaptations of the gate gadgets used in
fault-tolerant quantum computation. Furthermore, our results also emphasize how the ubiquitous
technique of “tracking the Pauli frame” from fault-tolerant quantum computation can be re-phrased
in terms of keeping track of an encryption key.

3. A link between entanglement and parallelization. It is known that entanglement can reduce the
number of rounds in quantum interactive proof systems [39]; a consequence of our entanglement-
based protocol is that we can parallelize our interactive proof system to a single round, as long as
we are willing to allow the prover to share entanglement with the verifier, and to perform adaptive
measurements.

1.3 Overview of techniques

The main idea for our quantum-prover interactive proof system is that the verifier chooses randomly to
interact with the prover in one of three runs. Among these runs, one is the computation run, while the
two others are fest runs. In an honest interaction, the output of the computation run is the result (a single
bit) of evaluating the given quantum circuit. The test runs are used to detect a deviating prover; there are
two types of test runs: an X-test and a Z-test. Intuitively (and formally proved in Section 7.1), we see
that the prover cannot distinguish between all three runs. Thus, his strategy must be invariant over the
different runs. It should be clear now how this work links input privacy with verification: by varying the
input to the computation, the verifier differentiates between test and computation runs; by input privacy,
however, the prover cannot identify the type of run and thus any deviation from the prescribed protocol
has a chance of being detected.

In more details, the runs have the following properties (from the point of view of the verifier)

e Computation run. In a computation run, the prover executes the target circuit on input ]O)®".

e X-test run. In an X-test run, the prover executes the identity circuit on input [0)*”. At the end of
the computation, the verifier verifies that the result is 0. This test also contains internal checks for
cheating within the protocol.

e /-test run. In a Z-test run, the prover executes the identity circuit on input H—)®". This test run is
used only as an internal check for cheating within the protocol.

In order for the prover to execute the above computations without being able to distinguish between
the runs, we use a technique inspired by quantum computing on encrypted data (QCED) [14,25]: the input
qubits are encrypted with a random Pauli, as are auxiliary qubits that are used to drive the computation.

Viewing the target computation as a sequence of gates in the universal set of gates {X,Z,H,CNOT, T}
(see Section 2.1 for notation), the task we face is, in the computation run, to perform these logical gates
on encrypted quantum data. Furthermore, the X- and Z-test runs should (up to an encryption key), leave
the quantum wires in the |O>®" or |+>®" state, respectively. Performing Pauli gates in this fashion is
straightforward, as this can be done by adjusting the encryption key (in the computation run only). As
we show in Section 4.2, the CNOT gate can be executed directly (since it does not have any effect on
the wires for the test runs). The T-gate (Section 4.3) is performed using a construction (“gate gadget™)
inspired both by QCED and fault-tolerant quantum computation [12] (see also [17]); the T-gate gadget
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involves the use of an auxiliary qubit and classical interaction. The H is performed thanks to an identity
involving the H and P (Section 4.4). Note that P can be accomplished as T2,

In order to prove soundness, we consider any general deviation of the prover, and show that such
deviation can be mapped to an attack on the measured wires only, corresponding to an honest run of the
protocol (without loss of generality, we can also delay all measurements until the end of the protocol).
Furthermore, because the computation is performed on encrypted data, by the Pauli twirl [22], this attack
can be described as a convex combination of Pauli attacks on the measured qubits. Since all measurements
are performed in the computational basis, Z attacks are obliterated, and thus the only family of attacks
of concern consists in X- and Y-gates applied to various measured qubits; these act as bit flips on the
corresponding classical output. We show that the combined effect of test runs is to detect all such attacks;
this allows us to bound the probability that the verifier accepts a no-instance. Since only X and Y attacks
require detection, one may wonder why we use also a Z-test run. The answer to this question lies in
the implementation of the H-gate: while its net effect is to apply the identity in the test runs, its internal
workings temporarily swap the roles of the X- and Z-test runs; thus the Z-test runs are also used to detect
Xand'Y errors.

Finally, some words on showing indistinguishability between the test and computation runs. This
is done by showing that the verifier can delay her choice of run (computation, X- or Z-test) until after
the interaction with the prover is complete. This is accomplished via an entanglement-based protocol,
where the verifier’s messages to the prover consist in only half-EPR pairs, as well as classical random bits.
These messages are identical in both the test and computation runs; as the verifier decides on the type
of run only after having the interacted with the prover. Depending on this choice, the verifier performs
measurements on the system returned by the prover, resulting in the desired effect.

1.4 Open problems

The main outstanding open problem is the verifiability of a quantum computation with a classical verifier,

interacting with a single quantum polynomial-time prover. In this context, we make a few observations.

o If the prover is unbounded, there exists a quantum interactive proof system for BQP, since
QIP(= PSPACE) = IP.®

o If P = BQP, there is a trivial quantum interactive proof system.

e One possible approach would be to relax the definition to require only computational soundness
(following the lines of Brassard, Chaum and Crépeau [13], this would lead to a quantum interactive
argument). This approach seems promising, especially if we consider a computational assumption
that is post-quantum secure. If, via its interaction with the prover, a classical verifier accepts, then
we can conclude that either the verifier performed the correct computation or the prover has broken
the computational assumption.

1.5 Organization

The remainder of this paper is organized as follows. Section 2 presents some preliminary notation and
background. Section 3 defines quantum-prover interactive proofs and states our main theorem. Section 4

6QIP = PSPACE is due to [36].
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describes the interactive proof system, for which we show completeness (Section 6), and soundness
(Section 7).
2 Preliminaries

2.1 Notation

We assume the reader is familiar with the basics of quantum information [41]. We use the following
well-known qubit gates

X:|j)y—ljely, 2.1)

Z:|j) = (=1)]), 2.2)

Hadamard H:|j) — \}E(I(D + (= 1)/]1)), (2.3)

phase gate P :|j)— i|j), (2.4)

m/8 rotation T :|j)— elim/4) 1)), and the (2.5)

two-qubit controlled-not CNOT : |j)|k) — |j)|j D k). (2.6)

Let Y = iXZ. We denote by P, the set of n-qubit Pauli operators, where P € P, is given by P =
P ®P,®---®P, where P, € {I,X,Y,Z}; we also denote an EPR pair

R

ﬂ(\oo>+|11)). 2.7)

o) =

2.2 Quantum encryption and the Pauli twirl

The quantum one-time pad encryption maps a single-qubit system p to

1 I
i Y XxzbpzPxe = X (2.8)
a,be{0,1}

its generalization to n-qubit systems is straightforward [7]. Here, we take (a,b) to be the classical private
encryption key. Clearly, this scheme provides information-theoretic security, while allowing decryption,
given knowledge of the key. A useful observation is that if we have an a priori knowledge of the quantum
operator p, then it may not be necessary to encrypt it with a full quantum one-time pad (e. g., if the
state corresponds to a pure state of the form (1/1/2)(|0) +¢®[1)), it can be encrypted with a random Z),
although there is no loss of generality in encrypting it with the full random Pauli. We use the two
interpretations interchangeably.

Consider for a moment the classical one-time pad (that encrypts a plaintext message by XORing it
with a random bit-string of the same length). It is intuitively clear that if an adversary (who does not
know the encryption key) has access to the ciphertext only, and is allowed to modify it, then the effect of
any adversarial attack (after decryption) is to probabilistically introduce bit flips in target locations. The
quantum analogue of this is given by the Pauli twirl [22].
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Lemma 2.1 (Pauli Twirl). Let P,P' € P,. Then

*/* P#Pl7
W‘ZQP@Q 0= {mw (2.9)

0cp, otherwise .

We also obtain the classical case for the single-qubit Pauli twirl, alluded to above, as the following.

Lemma 2.2 (Classical Pauli Twirl). Let c,i € {0,1} and P,P’ € P. Then

. Z (i|Q*PQ|c){c|Q*P'Qli) = P#P,

. . (2.10)
2Qe{I,X} (i |P\ )Y(c|Pli), otherwise.

Proof. The proof is a simple application of Lemma 2.1, together with the observation that |0),|1) are
eigenstates of Z:

1

5 L (e PQle){clo"P'oli) = 1 Y. (ilo"PQle)(c|o"P'li) 2.11)
Qe{I,X} Qe{I XY, Z}
{ P# P, (2.12)
(i|P|c){c|Pli), otherwise.
O

Working in the basis {|+),|—) }, we also obtain the following.

Lemma 2.3. Let c,i € {0,1} and P,P' € P|. Then

I | o PAP
- "HPH “HPHQli) ={ ’ 2.1
p Q%X} V@ HPHQ|c)(c|Q"HP HOL) { (il HPH|c)(c|HPH|i), otherwise. @1

3 Definitions and statement of results

Interactive proof systems were introduced by Babai [8] and Goldwasser, Micali, and Rackoff [32]. An
interactive proof system consists of an interaction between a computationally unbounded prover and a
computationally bounded probabilistic verifier. For a language L and a string x, the prover attempts to
convince the verifier that x € L, while the verifier tries to determine the validity of this “proof.” Thus, a
language L is said to have an interactive proof system if there exists a polynomial-time verifier V with the
following properties.

o (Completeness) if x € L, there exists a prover (called an honest prover) such that the verifier accepts

with probability p > 2/3;
e (Soundness) if x ¢ L, no prover can convince V to accept with probability p > 1/3.
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The class of languages having interactive proof systems is denoted IP.

Watrous [46] defined QIP as the quantum analogue of IP, i.e., as the class of languages having
a quantum interactive proof system, which consists in a quantum interaction between a computation-
ally unbounded quantum prover and a computationally bounded quantum verifier, with the analogous
completeness and soundness conditions as given above.

For our results, we are interested in the scenario of a polynomial-time prover (in the honest case), as
well as an almost-classical verifier; that is, a verifier with the power to generate random qubits as specified
by a parameter 8§ (Definition 3.1). Furthermore, as a technicality, instead of considering languages,
we consider promise problems. A promise problem IT = (Ily,Ily) is a pair of disjoint sets of strings,
corresponding to YES and NO instances, respectively. For a formal treatment of the model (which we
specialize here to our scenario), see [46].

Definition 3.1. Let S = {8;,...,8/} where 8§; = {p1,...,ps,} (i=1,...,¢) is a set of density operators.
A 8-quantum-prover Interactive Proof System for a promise problem I1 = (Ily,Ily) is an interactive proof
system with a verifier V that runs in classical probabilistic polynomial time, augmented with the capacity
to randomly generate states in each of Sy, ..., 8, (upon generation, these states are immediately sent to the
prover, with the index i € {1,...,¢} known to the verifier and prover, and the index j € {1,...,¢;} known
to the verifier only). The interaction of the verifier V and the prover P satisfies the following conditions.
o (Completeness) if x € Ily, there exists a quantum polynomial-time prover (called an honest prover)
such that the verifier accepts with probability p > 2/3;
e (Soundness) if x € Iy, no prover (even unbounded) can convince V to accept with probability
p>1/3.

The class of promise problems having an 8-quantum interactive proof systems is denoted QPIPg. Note
that by standard amplification, the class QPIPg is unchanged if we replace the completeness parameter ¢
and soundness parameter s by any values, as long as ¢ —s > 1/poly(n).

Comparing our definition of QPIPg to the class of quantum-prover interactive proof systems (QPIP)
as given in [3], we note that we have made some modifications and clarifications, namely that the verifier
in QPIPg does not have any quantum memory and does not perform any gates (QPIP allows a verifier
that stores and operates on a quantum register of a constant number of qubits), and that soundness holds
against unbounded provers.

Finally, we use the canonical BQP-complete problem [3], defined as follows.

Definition 3.2. The input to the promise problem Q-CIRCUIT consists of a quantum circuit made of a
sequence of gates, U = Ur,...,U; acting on n input qubits. (We take these circuits to be given in the
universal gateset {X,Z,H,CNOT, T}.) Let

p(U) = [|0)(0| @ L, U|0")||* 3.1)

be the probability of observing “0” as a result of a computational basis measurement of the n" output
qubit, obtained by evaluating U on input |0").
Then define Q-CIRCUIT= {Q — CIRCUITygs,Q — CIRCUIT o } with

Q- CIRCUITygs : p(U) >2/3, (3.2)
Q- CIRCUITyo : p(U) < 1/3. (3.3)

THEORY OF COMPUTING, Volume 14 (11), 2018, pp. 1-37 9
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We can now formally state our main theorem.

Theorem 3.3 (Main Theorem). Let

8= {{10), 1)}, {I+), =)} {PI+),PI=) 1 {TI+), TI=),PT|+),PT|=) }}. (3.4)

Then BQP = QPIPs.

4 Quantum-prover interactive proof system

In order to prove Theorem 3.3, we give an interactive proof system (see Interactive Proof System 1).
This protocol uses the various gate gadgets as described in Sections 4.1-4.4. Completeness is studied in
Section 6 and soundness is proved in Section 7.

4.1 X-and Z-gate gadget

In order to apply an X on a qubit register i encrypted with key (a;,b;), the verifier updates the key
according to a; <— a; ® 1 (b; is unchanged). In order to apply an Z on a qubit register i encrypted with
key (a;,b;), the verifier updates the key according to b; < b; @ 1 (a; is unchanged). This operation is
performed only in the computation run.

4.2 CNOT-gate gadget

In order to apply a CNOT gate on the encrypted registers (say with register i being the control and
register j the target), the prover simply applies the CNOT gate on the respective registers. The verifier
updates the encryption keys according to a; <— a;;b; < b;® bj;a; < a; D aj; and b; < b;. We mention
that CNOT(]|0)|0)) = |0)|0) and CNOT(|4)|+)) = |+)|+); thus in the X- and Z-test runs, the underlying
data is unchanged.

4.3 T-gate gadget

Here, we show how the T is performed on encrypted data. This is accomplished using an auxiliary qubit,
as well as classical interaction. For the computation run, we use a combination of a protocol inspired
from [14,25], as well as fault-tolerant quantum computation [12] (see also [17]). This is given in Figure 1.
In the case of an X and Z test runs, as usual, we want the identity map to be applied. This is done as in
Figures 2 and 3, respectively. Correctness of Figures 1-3 is proven in Section 5. Note that we show in
Section 6.1 that the set of auxiliary quantum states required by the verifier can be reduced via a simple
re-labeling, in order to match the resources required in Theorem 3.3.

Also, note that in this work, we have slightly sacrificed efficiency for clarity in the proof, namely that
we could have defined a P-gadget using one simple auxiliary qubit instead of two auxiliary qubits that are
used by implementing the P as T2. Furthermore, we suspect that the P gate is unnecessary in Figure 1
and thus that we can simplify the set 8 (however, the proof in this case appears to be more elaborate, so
once more we choose clarity of the proof over efficiency).
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Interactive Proof System 1 Verifiable quantum computation with trusted auxiliary states
Let C be given as an n-qubit quantum circuit in the universal gateset X,Z, CNOT,H, T.
1. The verifier randomly chooses to execute one of the following three runs (but does not inform the
prover of this choice).
A. Computation Run

A.1. The verifier encrypts input |0)“" and sends the input to P.

A.2. The verifier sends auxiliary qubits required for the T-gate gadgets for the computation
run as given in Sections 4.4 and 4.3.

A.3. For each gate G in C: X,Z and CNOT are performed without any auxiliary qubits
or interaction as given in Sections 4.1 and 4.2, while the H- and T-gate gadgets are
performed using the auxiliary qubits from Step A.2 and the interaction as given in
Sections 4.4 and 4.3, respectively.

A.4. P measures the output qubit and returns the result to V.

A.5. V decrypts the answer; let the result be ccomp. V accepts if ccomp = 0; otherwise reject.

B. X-test Run

B.1. The verifier encrypts input |0)®" and sends the input to P.

B.2. The verifier sends auxiliary qubits required for the T-gate gadgets for the X-test run as
given in Sections 4.4 and 4.3.

B.3. For each gate G in C: X,Z and CNOT are performed without any auxiliary qubits
or interaction as given in Sections 4.1 and 4.2, while the H- and T-gate gadgets are
performed using the auxiliary qubits from Step B.2 and the interaction as given in
Sections 4.4 and 4.3, respectively.

B.4. P measures the output qubit and returns the result to V.

B.5. V decrypts the answer; let the result be cs. V accepts if no errors were detected in
Step B.3 and if cist = 0; otherwise reject.

C. Z-test Run

C.1. The verifier encrypts input |+)“" and sends the input to P.

C.2. The verifier sends auxiliary qubits required for the T-gate gadgets for the Z-test run as
given in Sections 4.4 and 4.3.

C.3. For each gate G in C: X,Z and CNOT are performed without any auxiliary qubits
or interaction as given in Sections 4.1 and 4.2, while the H- and T-gate gadgets are
performed using the auxiliary qubits from Step C.2 and the interaction as given in
Sections 4.4 and 4.3, respectively.

C.4. P measures the output qubit and returns the result to V.

C.5. V disregards the output. V accepts if no errors were detected in Step C.3; otherwise
reject.

>®

>®
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XZ’y)

Prover

Verifier { |

Figure 1: T-gate gadget for a computation run. Here, an auxiliary qubit is prepared by the verifier in the
state X¢Z¢P>T|+) and sent to the prover. The prover performs a CNOT between the auxiliary register and
the data register; and then measures the data register. Given the measurement result, ¢, the verifier sends
a classical message, x = a® c @y to the prover, who applies the conditional gate P* to the remaining
register (which we now re-label as the data register). The verifier’s key update rule is given by @’ = a® ¢
andb' = (a®c) - (dDy) DadbDchedy.

(d,e,y €Rr {07 1})

X1|0) o—A
Prover Jj
L JHL x|0)
{ x€g {0,1} c=ad®d
Verifier
10) d €r{0,1})

Figure 2: T-gate gadget for an X-gate test run. The goal here is to mimic the interaction established in
Figure 1, but to perform the identity operation on the input state |0) (up to encryptions). Here, we include
an additional verification that c = a ® d.

Z°|+) P A
Prover 9
ﬂ] Xczb@d@y‘_H
{ x=y JL c
Verifier
+) (d,y €x {0,1})

Figure 3: T-gate gadget for a Z-gate test run. The goal here is to mimic the interaction established in
Figure 1, but to perform the identity operation on the input state |[+) (up to encryptions).
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4.4 H-gate gadget

Performing a H gate has the effect of locally swapping between the X- and Z-test runs (as well as swapping
the role of the X and Z encryption keys in the computation run). While this is alright if done in isolation,
it does not work if the H-gate is performed as part of a larger computation (for instance, a CNOT-gate
could no longer be performed as given above as the inputs would not, in general, be of the form |0)|0)
(for the X-test run) or |+)|+) (for the Z-test run)). Our solution is to use the following two identities.

HPHPHPH = H, (4.1)
HHHH =T. (4.2)

Thus we build the gadget so that the prover starts by applying an H at the start. By doing this, we locally
swap the roles of the X- and Z-tests we also cause a key update which swaps the role of the X- and
Z-encryption keys. For the following P, we apply twice the gadgets from Section 4.3 (taking in to account
the swapped role for the test runs). The result is that a P is applied in the computation run, while the
identity is applied in the test runs. Now an H is applied, which reverts the roles of the X- and Z-tests. We
apply the P again. Continuing in this fashion, we observe the following effect.
1. In the computation run (using twice the gadget of Figure 1 for each P-gate), the effect is to apply H
on the input qubit (by Equation (4.1)).
2. In the X-test run (using (twice each time) the gadgets of Figures 3, 2, 3 for the first, second and
third P-gate), the effect is to apply the identity.
3. In the Z-test run (using (twice each time) gadgets of Figures 2, 3, 2 for the first, second and third
P-gate), the effect is to apply the identity.

5 Correctness of the T-gate protocol

We give below a step-by-step proof of the correctness of the T-gate protocol as given in Figure 1
(Section 4.3). In Section 5.1, we show how similar techniques are used to show corrections of the T-gate
protocol for the test runs, as given in Figures 2 and 3. The basic building block is the circuit identity
for an X-teleportation from [47]. Also of relevance to this work are the techniques developed by Childs,
Leung, and Nielsen [18] to manipulate circuits that produce an output that is correct up to known Pauli
corrections.

We will make use of the following identities which all hold up to an irrelevant global phase: XZ = ZX,
PZ =ZP,PX=XZP, TZ = ZT, TX = XZPT, P? = Z and P** = Z**P**’ (for a,b € {0,1}).

1. We start with the “X-teleportation” of [47], which is easy to verify (Figure 4).

vy —p{ A=«
+) X|y)
Figure 4: Circuit identity: “X-teleportation.”

2. Then we substitute the input X“Z?|y) for the top wire. We add the gate sequence T,P”,Z¢ X9,
PaSceY to the output (Figure 5). By Figure 4, the outcome is given by P4“c®¥X4Z¢PyYTX¥E¢ 78 |y).
We apply the identities given above to simplify this to a Pauli correction (on T) as follows.
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pascdyydzepyTxadezb _ pascdyydzepyyade padezboabeT 5D
_ padcdyydzepypadcyabezbT (5.2)
_ padcaypyydzdydepadeyase 7bT (5.3)
_ pabeaypypadeyd zd-(abe) zd-ydeyadbezbT 5.4)
_ plade)®y pypaseyabeed zd(abeby)eboe (5.5)
_ 7v-(asc) pase py pypacyabedd 7d(a®ey)Bbbe (5.6)
_ xadedd 7(abedd) (dby)DabboebdDedy T 5.7)
= X&' 7(a®C')-(dDy)Dadbd'DedyT (5.8)

where above we let ¢/ < c®d.

XaZb|y) —E c;c +—cad

H_> 4 py 7e NG padcdy Xa@c/Z(aEBc/)‘(d@y)@a@baac/@e@y'r‘ l//>

Figure 5

3. Next, we note that, because diagonal gates commute with control, the circuit of Figure 5 is
equivalent to the one in Figure 6.

X4ZP|y) &b E: c;c +—cdd
ZPIT|+) — Xa@c’Z(a@c’).(d@y)@a@b@c’@e@y-r|w>

Figure 6

4. We note that the X? on the bottom wire after the CNOT can be moved to the bottom wire before
the CNOT, as long as we add an X to the top wire after the CNOT. (Figure 7.)

D xIH A= ad«cad
X4ZePYT|+) _. Xade' 7(ase')-(d@y)@asbec Geey T |y

Figure 7

XZ%|y)

D

5. Finally, since ¢’ = ¢ @ d, yet the measurement result ¢ undergoes an X¢, these two operations cancel
out, and we obtain the final circuit as in Figure 8.
We note that a more direct proof of correctness for Figure 8 is possible, but that our intermediate
Figure 7 is crucial in the proof of soundness.
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X2y —G—A—
XdzePyT|_|_> _‘ Xaﬂacz(aéec)-(d@y)@a@b@c@e@y'r’w)

Figure 8

5.1 Correctness of the T-gate gadget in the test runs

The correctness of the T-gate gadget in the X-test run of Figure 2 is straightforward: the CNOT flips the
bit in the top wire if and only if d = 1, while the P* has no effect on the computational basis states. The
correctness of Figure 3 is derived from the X-teleportation of Figure 4. Since the diagonal gates Z and P
commute with control, they can be seen as acting on the output qubit. Furthermore, using P?> = Z and the
fact that X has no effect on |+), we get the final circuit in Figure 3.

6 Completeness

Suppose C is a yes-instance of Q-CIRCUIT. Suppose P follows the protocol honestly. Then we have the
following.
1. In the case of a computation run, the output bit, ccomp has the same distribution as the output bit of
C(]0™)), thus V accepts with probability at least 2/3.
2. In the case of an X-test run and in the case of a Z-test run (by the identities and observations from
the previous sections), V accepts with probability 1.
Given that each run happens with probability 1/3, we get that V accepts with probability at least
2/3+(1/3)-(2/3) =8/9.

6.1 Auxiliary qubits for the T-gate gadget

In the protocol for the T-gate gadget (Figure 1), we assume the verifier can produce auxiliary qubits of
the form X¢Z¢P>T|+). We now show that this is equivalent to requiring the verifier to generate auxiliary
qubits of the form Z°P>T|+), as claimed in Theorem 3.3. This can be seen by the following equation,
which holds up to global phase.

XdZePyTH_> _ Z"@dPY@dT\—i—). (6.1

The above can be seen easily since, up to global phase, XT|+) = ZPT|+), and XP = ZPX. The analysis
for the case d = 1, follows.

XZPPT|+) = ZEXPYT|+) 6.2)
= Z°ZPXT|4) (6.3)
— Z°DYPYZPT|+) (6.4)
_ ZeéBy@lperlT|+> (6.5)
= 76281 Pyl T 4 (6.6)
= Z¢O1pYeIT 4y (6.7)
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Thus, the verifier chooses a classical x uniformly at random, and if x = 1, the verifier re-labels the
auxiliary qubits according to Equation (6.1).

7 Soundness

As discussed in Section 1.3, the main idea to prove soundness is to analyze an entanglement-based version
of the Interactive Proof System 1. We present the EPR-based version (Section 7.1), and argue why the
completeness and soundness parameters are the same. Then, we analyze a general deviating prover P*
in the EPR-based version and show how to simplify an attack (Section 7.2). We then analyze the case
of a test run (Section 7.4) and of a computation run (Sections 7.5). In Section 7.6, we show how this
completes the proof of our main theorem (Theorem 3.3).

An interesting consequence of the analysis in this section is that it implies that, if we are willing to
have the prover and the verifier share entanglement, then the protocol reduces to a single round. (However,
in this case, the work of the verifier becomes more important; one can wonder if the verifier is still
“almost-classical”.) Another interesting observation is that sequential repetition is not required (parallel
repetition suffices), due to the fact that the analysis makes use of the Pauli twirl (see Section 7.2), which
would also be applicable to the scenario of parallel repetition.

7.1 EPR-based protocol

In this version of the quantum-prover interactive proof system (Interactive Proof System 2), all quantum
inputs sent by the verifier are half-EPR pairs, and all classical messages sent by the verifier are random
bits. The actions related to choosing between test and computation runs are done after the interaction
with the server. For the T-gate, this can be done as shown in Figures 9, 10 and 11.

( X2y P A
Prover »
APJE XaZP'T
P ly)
x€g{0,1} c
Verifier ST — der{0,1},y=adcdx)
| |
- 10) ——&-(T] e

Figure 9: Entanglement-based protocol for a T-gate (computation run). This protocol performs the
same computation as the protocol in Figure 1. The output is obtained from the output of Figure 1
by using y = a ® ¢ ®x. The circuit in the dashed box prepares an EPR-pair. Here, ' = a @ ¢ and
V=(a®c) (doy)Babbdchedy.
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X|0) O—1A

Prover -

Verifier ‘r 7|05 7#7H7 o T‘

Figure 10: Entanglement-based protocol for a T-gate (X-test run). This protocol performs the same
computation as the protocol in Figure 2. The circuit in the dashed box prepares an EPR-pair. As in
Figure 2, we include an additional verification that c = a®d.

Z5|+) D A
Prover »
L iﬂl <H>: Xc~zb®d®y|+>
( X ER {0, 1} c
Verifier ‘r TO; @ o j‘ y=x
\ \
L) ——e P d
L - - _ _ _

Figure 11: Entanglement-based protocol for a T-gate (Z-test run). This protocol performs the same
computation as the protocol in Figure 3. The circuit in the dashed box prepares an EPR-pair.

We therefore define Vgpr as a verifier that delays all choices until after the Prover has returned all
messages (i. €., as the verifier in Interactive Proof System 2). That the soundness parameter is the same
for Interactive Proof Systems 1 and 2 follows from the following series of transformations, each of which
preserves the probability of accept/reject.

1. The quantum communication from the verifier to the prover in Interactive Proof System 1 can be
generated instead by preparing EPR pairs, sending half and then immediately measuring in the
appropriate basis to obtain the required qubit. Call this Interactive Proof System 1.1.

2. Starting from Interactive Proof System 1.1, by a change of variable, we can specify the classical
message x to be random in each of the T-gate gadgets. This determines y, and the operation P”,
that is conditioned on y (for the computation and Z-test run) can be applied immediately before the
verifier’s measurement. Call this Interactive Proof System 1.2.

3. In Interactive Proof System 1.2, the prover and verifier operate on different subsystems. Their
operations therefore commute and we can specify that the Verifier delays his operations until after
the interaction with the Prover. The result of this transformation is Interactive Proof System 2.
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Since each transformation above preserves the soundness, and since the completeness parameter is
unchanged, from now on, we can focus on establishing the soundness parameter for Interactive Proof
System 2.

7.2 Simplifying a general attack

In this section, we derive a simplified expression for a general deviating prover for our Interactive Proof
System. We show that without loss of generality, we can rewrite the actions of any deviating prover as the
honest prover’s actions, followed by an arbitrary cheating map. But first, as a technicality, we consider
Interactive Proof System 3, which is closely related to Interactive Proof System 2, but where the prover is
unitary and show (Lemma 7.2) that a bound on the soundness of Interactive Proof System 3 implies a
bound on the soundness of Interactive Proof System 2.

Definition 7.1. We define Interactive Proof System 3 as Interactive Proof System 2, but with a unitary
prover. To be more precise, the prover (say, P?) in Interactive Proof System 3 performs the same
operations as the prover in Interactive Proof System 2, but does not perform any measurements: instead,
P4 sends qubits to the verifier, say Vilpr, who immediately measures them in place of the prover, and then
continues according to the Interactive Proof System 2.

Lemma 7.2. Interactive Proof Systems 2 and 3 have the same completeness, and furthermore, an upper
bound on the soundness parameter for Interactive Proof System 3 is an upper bound on the soundness
parameter for Interactive Proof System 2.

Proof. It follows immediately by definition that Interactive Proof Systems 2 and 3 have the same
completeness parameter. For soundness, suppose that in Interactive Proof System 3, the probability that
Vg accepts while interacting with any P7* is at most s. Suppose for a contradiction that there is a P* for
Interactive Proof System 2, such that Vgpr accepts with p > s.

Using polynomial overhead, we obtain F;;; from P* via purification (all actions of F;;; are unitary,
except a one-qubit register is measured each time the protocol requires a classical message to be sent to
the verifier). The probability p of acceptance is unchanged.

Furthermore, starting with P*, we define P*asa prover for Interactive Proof System 3, which
behaves like ﬁi;, but instead of measuring messages to be sent to the verifier, it sends qubits, which
are immediately measured by Vibog, as per Interactive Proof System 3. The probability p that the verifier
in Interactive Proof System 3 accepts, when interacting with P* is the same as the probability that the
verifier in Interactive Proof System 2 accepts, when interacting with P*. This contradicts p > s, and

proves the claim. O

Next, we show that, in Interactive Proof System 3, without loss of generality, we can assume that
the prover’s actions are the honest unitary ones, followed by a general attack. In order to see this, for a
t-round protocol (involving # rounds of classical interaction), define a cheating prover’s actions at round i
by ®;H;, where H; acts on the qubits used in the computation, as well as the classical bit received in
round i, and is the honest application of the prover’s unitary circuit, while ®; is a general deviating map
acting on the classical bit received in round i, the output registers of H; as well as a private memory
register. (Recall that there are no measurements at this point—V does the measurement.)
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Interactive Proof System 2 Verifiable quantum computation with trusted auxiliary states- EPR version
Let C be given as an n-qubit quantum circuit in the universal set of gates X,Z,CNOT,H, T.
1. The verifier prepares ]<I>+)®" and sends half of each pair to the prover. These registers are identified
with the input registers.
2. For each auxiliary qubit required in the H- and T-gate gadgets, the verifier prepares |®™) and sends
half of each pair to the prover.
3. The prover executes the gate gadgets. The verifier records the classical communication and
responds with random classical bits (when required).
4. The prover returns a single bit of output, c¢ to the verifier.
5. The verifier randomly chooses to execute one of the following three runs (but does not inform the
prover of this choice).
A. Computation Run
A.1. Measure the remaining input register halves in the computational basis. Take the initial
X-encryption key to be the measurement outcomes (set the Z-key to 0).
A.2. For each gate G in C: perform the key updates for the X,Z , CNOT and H gates. For the
T gadget, taking into account the classical messages received and sent in Step 3, perform
the measurement and key update rules for the T-gadget (Figure 9).
A.3. V decrypts the output bit c; let the result be ccomp. V accepts if ccomp = 0; otherwise
reject.
B. X-test Run
B.1. Measure the remaining input register halves in the computational basis. Take the initial
X-encryption key to be the measurement outcomes (set the Z-key to 0).
B.2. For each gate G in C: perform the key updates for the X,Z, CNOT and H gates. For the
T gadget, taking into account the classical messages received and sent in Step 3, perform
the measurement, key update rules and tests for the T-gadget (Figure 10).
B.3. V decrypts the output bit ¢; let the result be ccomp. V accepts if ccomp = 0 and if no errors
were detected in Step B.2; otherwise reject.
C. Z-test Run
C.1. Measure the remaining input register halves in the Hadamard basis. Take the initial
Z-encryption key to be the measurement outcomes (set the X-key to 0).
C.2. For each gate G in C: perform the key updates for the X,Z, CNOT and H gates. For the
T gadget, taking into account the classical messages received and sent in Step 3, perform
the measurement, key update rules and tests for the T-gadget (Figure 11)
C.3. V accepts if no errors were detected in Step C.2; otherwise reject.
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Thus the actions of a general prover P* are given as the follows.

O H, ... P H PyH, . (7.1)
Since Hy, ..., H; are unitary, we can rewrite Equation (7.1).
D,H, ... P3H3:D,H, P H DyHy = O, H, ... D3H3PHy (D1 H PoH, " )H Hy (7.2)
=®,H, ... P3H3(D,H, P H DyH,"Hy" ) H,H Hy (7.3)
=®H, ... (P3H3P,H, P H PoH, "H,"H; )H3HyH Hy (7.4)
= (®,H, ... P3H:D,H, P H OoH,"Hy"Hy .. .H )H, .. .H3:HH  Hy .
(7.5)
Thus, by denoting a general attack by
O =9H, ... O3H3;P,H, D H PoH,"H,"H; .. . H' (7.6)

and the map corresponding to the honest prover as H = H; ... H3:HyH|Hy, we get that without loss of
generality, we can assume that the prover’s actions are the honest ones, followed by a general attack:

OH . (7.7)

Taking {E;} to be Kraus terms associated with @, and supposing a total of m qubit registers are
involved, we get that the system after interaction with P*, where the initial state is
+ +|®m s
@) (@[ =

=
2"

1

lid) (j.j] (7.8)
0
(here, we include the classical random bits, as they are uniformly random and therefore we can repre-
sent them as maximally entangled states), and where the verifier has not yet performed the gates and

measurements, can be described as
1 s .. k *
Z—mZZ(I@)EkH)\u}(]]KI@H E{). (7.9)
k i,

For a fixed k, we write E; and E; in the Pauli basis:

Er=Y ooQ and  E{=Y 04,0 (7.10)
0 o
(To simplify notation, we assume throughout that Q, Q' ranges over IP,, .) By the completeness relation,
we have:
Y Ylowol*=1. (7.11)
k Q
When it is clear from context, we drop the “k” subscript, thus denoting
Er=Y apQ and Ef=) ay0. (7.12)
0 o

In the following sections, we analyze the probability of acceptance, as a function of the type of run
and of the prover’s attack. By Lemma 7.2, a bound on the acceptance probability gives a bound on the
acceptance probability in Interactive Proof System 2 (which is a bound on the acceptance probability of
Interactive Proof System 1).
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7.3 Conventions and definitions

In addition to the convention of representing an attack as in Equation (7.9), in the following Sections 7.4—
7.5, we use the following conventions.

1. The circuit C that we consider is already “compiled” in terms of the H gates as in Section 4.4 (the
identity H = HPHPHPH is already applied).

2. The number of T-gate gadgets is ¢ (each such gadget uses two auxiliary qubits—one representing
an auxiliary quantum bit, and one representing a classical bit x), and the number of qubits in the
computation is n. Thus we have m = 2¢ 4 n.

3. In the T-gate gadget, the auxiliary wire is swapped with the measured wire immediately before
the measurement. This way, we may picture that only auxiliary qubits are measured as part of the
computation, and that the data registers for the input represent the computation wires throughout.

4. Given the system as in Equation (7.9), we suppose that the first T-gate gadget uses the first EPR
pair as auxiliary quantum bit, and the second EPR pair as a qubit representing the classical bit (and
so on for the following T-gadgets). The last n EPR pairs are the data qubits, and we suppose that at
the end of the protocol, the last data qubit is the one that is measured, representing the output.

5. Normalization constants are omitted when they are clear from context.

Finally, we define benign and non-benign Pauli attacks, based on their effect on the protocol. As
we will see, benign attacks have no effect on the acceptance probability (because all qubits are either
traced-out or measured in the computational basis). However, non-benign attacks may influence the
acceptance probability.

Definition 7.3. For a fixed Pauli P € P,,, we call it benign if P € B;,, where B, , is the set of Paulis
acting on m = 2t + n qubits, such that the measured qubits in the protocol are acted on only by a gate in
{I,Z}. Using the above conventions, this means that B; , = {{{[,Z} @ P}*' @ P,_; ® {I,Z}}. A Pauli P
is called non-benign if at least one measured qubit in the protocol is acted on only by a gate in {X,Y}. In
analogy to the set of benign Paulis, we denote the set of non-benign Paulis acting on m = 2¢ 4+ n qubits
as By .

7.4 In the case of a test run

Based on the preliminaries of Section 7.2 and Section 7.3, we now bound the probability of acceptance of
the test runs, by describing the effect of the attack on the entire system, and considering which attacks
are detected by the test runs (essentially, we show in Lemma 7.4 that all non-benign Pauli attacks are
detected by one of the test runs).

Lemma 7.4. Consider the Interactive Proof System 2 for a circuit C on n qubits and with t T-gate
gadgets, with attack {Ey} (with each Ex =Y. 04 0Q), and suppose a test run is applied. Let B, be the
set of non-benign attacks. Then with the following probability, the verifier rejects

1
52 Y ool (7.13)

k QeB;,

Proof. As a first step towards proving Lemma 7.4, we derive an expression for the system after the
application of the honest circuit (and before any attack). Let h; € {0,1} (i =1...7) be a bit that indicates if
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the auxiliary qubit i is an encrypted version of |0) (h; = 0) or |+) (h; = 1). We note that, by the properties
of the protocol, #; = 0 in an X-test run if and only if ; = 1 in a Z-test run.

In the case of an X-test, the system that we obtain after the verifier has performed measurements that
prepare the encrypted auxiliary qubits and the computation wire is

(PPt X0) (0] X H P17 6 X 0) (0] ) @ -
dy..de{0,1}
x1..x€{0,1}

® <Phr'xr Hhrxdr ’O) <O‘Xdr Hhr P*hl'xl B xx; ‘0> <0’XXI> ®

Y X0 @ @ X]0){0X™
al...a,le{O,l}

Q|dy...dpxy ... xp,ay...an){dy ... dyxy . xpar . ay] . (7.14)

Note that we have appended a 2¢ 4+ n qubit register, which is held by the verifier and that contains a
classical basis state representing the key.
In the case of a Z-test, the system that we start with is

(Ph]'xl Hm xdi ’0> <O|Xd' Hm P*hl‘xl @ X ‘0> <O’Xx'> RQ---
dy..d,€{0,1}
xi..x€{0,1}

@ (PP HX|0) O] X HY P X [0) (0[X™ ) @

Y 2 @ o2 (2
by...bye{0,1}

®|d1...d,,x1 <X, by bn><d1 coody, Xy X, by bn| (7.15)

We claim that, replacing the P and P* gates with the identity in Equation (7.14) and Equation (7.15),
we obtain expressions for the system for each test run, respectively, at the end of the application of the
honest unitary. This essentially follows by construction; for completeness we review the case of each
gate gadget below.

CNOT-gate. As discussed in Section 4.2, in both the X-test and Z-test, a CNOT gate, when applied
to the computation registers (the last n registers), will have no effect (up to a relabelling of the Paulis,
as computed by the key update). Thus a simple change of variable reverts the system to an expression
identical to its prior state.

H-gate. As given in Section 4.4, the application of the H gate to the computation registers will, up to a
relabelling of the Paulis, cause |0) — |+) and vice-versa. Since an even number of H gates are applied to
each computation wire, the starting input state will not be changed by these gates.
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T-gate as part of an X-test. Suppose a T-gate is applied in the X-test run, on qubit j, using an auxiliary
qubiti (i =1...r). Suppose furthermore that qubit j has undergone an even number of H gates, so that
h; = 0, and the system that the prover acts upon for the T-gate gadget, together with the relevant key
register is

Y XH0)(0[X% @ X¥|0)(0[X @ XU[0) (0] XY & |di, xi,a;){di, xi,a;|. (7.16)

diaxivaje{ovl}

Applying the P* and CNOT as in the honest computation has very little effect on the system; it only
causes a key update:

Y X0)(0]X% @ X%0) (0]X¥ & XU U0 (0] X5 @ |di, xiya; @ di)(di,xiya; S di] . (7.17)
dhxivaje{ovl}
As per our convention, we swap the first and last registers, so that the data wire remains in its position:
Y XUFE[0)(0]XF @ X0) (0]XY @ XU |0)(0] X @ |a;  di, xi,di) {a; D di,xidi| . (7.18)
d,-,x,-,aje{O,l}
Next, a change of variable shows that the expression is unchanged:

Y XH0)(0[X% @ X¥|0)(0[X @ XU[0) (0] XY @ |di, xi,a;){di, xi,a;|. (7.19)
d,»,x,»,a,-e{O,]}

T-gate as part of a Z-test. Suppose a T-gate is applied in the Z test run, on qubit j, using an auxiliary
qubiti (i =1...t). Suppose furthermore that qubit j has undergone an even number of H gates, so that
h; = 1, and the system that the prover acts upon for the T-gate gadget, together with the relevant key
register is
Y PUZYU)(+[Z9P @ XY0) (01X @ 2% +) (+];,2% @ |di,xi, b)) (dixi, b (7.20)
dhxi»bje{oﬁl}
Applying the P* and CNOT as in the honest computation changes the system by canceling out the P} and
causing a key update:
ij@d;@x,-|_|_> <+‘ij@d[€5x,' ®Xx,-|0> <0|Xx,- ® ij H_> <_|_|ij/‘
d,-,x,-,bje{O,l}
® |b; D d; Dxi,xi, b ) (b D d; Bxi,xi,b5] . (7.21)
As per our convention, we swap the first and last registers, so that the data wire remains in the last
position:

Z ij |+> <_szj ® XXi |0> <0|Xxi ® ij@di@xi |_|_> <+|jzb,@d,@x,~
d,-,x,-,b_,-E{O,l}
® |bj,xib; @ di@xi)(bjyxibj @ di x| (7.22)
Next, a change of variable shows that the expression is unchanged, except that the P and P* gates are
removed:

Y ZHH)(H1ZY @ X 0) (01X @ 2% |+) (+] ;27 © |diyxi, by ) (i, xi, b (7.23)
d,-,x,-,bje{O,l}
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Final expression before an attack. In the case that an odd number of H gates have been applied to a
data wire, the protocol specifies that we should temporarily swap the roles of the X-test and Z-test runs for
the T-gates that immediately follow. In this case, the data qubits and computation will be exactly those
considered in the two cases above, but with the roles of the X-test and Z-test exchanged; the same analysis
thus applies. For both the X-test and Z-test, we iteratively apply the various cases above (depending on
the circuit). Since it is the case that all computation wires eventually have an even number of H-gates
applied, we can write down an expression for the outcome for the X-test run:

Y (HX0) (O HM X [0) (0% ) -
dy..d,c{0,1}
x1..x€{0,1}

1 ® (thxdf\0> (0] X Hi & X |0) <oyx%) ®

L XT0)0X @@ X [0) (0X
aj...ap,€{0,1}

Q|dy...dpxy ... xp,ay .. .an){dy ... dyyxy .. xpar . ay] . (7.24)

In the case of a Z-test, an expression for the outcome is

Y (HXD0)(0[x I H & X7 [0)(0[X" ) -
dy...d,€{0,1}
x1..x€{0,1}

® (thxdf|o> (0|4 HM & X%|0) <0]Xx') ®

L ZHHZ @ @2 ) (+HZ
by...b,c{0,1}

®\dy...dy,x1...x,by .. b)) {dy ...y Xy .. X, by . by, (7.25)

Applying the attack, decryption and measurement. Next, we apply the attack for a fixed k, as given
by
Er=)Y 0pQ and  Ei=) a,0, (7.26)
Q o

followed by the verifier’s decryption, trace and measurement. For the registers that are traced out, we
assume that they are decrypted and measured. Furthermore, since they are traced out, we can assume that
the quantum auxiliary registers with #; = 1 are measured in the diagonal basis. We let

0=PR01hLMNLR - QP,R0/QR I ®---QR,, (7.27)
with P,,Q;,R; € Py (i=1...t,j=1...n) and similarly, let
O=pP100,0P,00,® 0P, 00, @R ...R,, (7.28)

with P}, Q'R €P (i=1...t,j=1...n).
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For the X-test run, conditioned on outcomes iy (where iy = 0), and ki, . .., k, the system becomes

*
Y Y awwy )
(h(il/\ 0,0 dl‘..d,E{OJ}
ie{0,1}), X efo1)
Jjme{0,1}

(<i1 XA HM P HMXA0) (X HM P HM XA i) @ (ji [ X 01X [0)(0]X™ Q' X jy >)
(G XY B HIXH 0 O[X HY P X ) 6 (X7 QX [0) (01X @/ X i) ) @

Z {kp | XU R X [0Y (O] XU R 1 XU Ky ) @ -+ @ {ky [ X R, X |0) (O XU R, X |k, ) . (7.29)
ajy...ap,{0,1}
Applying the classical Pauli twirl (Lemmas 2.2 and 2.3), we obtain that the cross terms of the attack
vanish, leaving as expression

Y Yool (G IH"PH0) O[H" PH" i) @ (1]0110)(01Q1 1)) @
(h[{:]/\ 0
i[6{071})7

01} @ ( (i HY R 0) (OX* KM P H i) & (010} 0101 ) ) &

(ki [R1|0Y(O[R [k1) © - @ (k| Ru|0) (O Ry k) . (7.30)

Recall that in an X-test run, the verifier rejects if a measurement result on an auxiliary qubit with
h; = 0 decrypts to the value 1, or if the output decrypts to the value 1. Thus, applying the above to all
terms in {E; }, we get that the probability that the verifier rejects is given by

Y Y ool (7.31)

k Q€B;

where B is the set of 2¢ +n-qubit Paulis with P, € {X,Y} (i=1...r) whenever h; =0, or with R, € {X,Y}.
A similar calculation shows that for the Z-test run, conditioned on outcomes iy (where hy = 1), and
ki,...,k, the system becomes

Y lagl (i H"AH"(0) O]H" PH" |1} & (j1]Q1[0) (0]@1 1) ) -
(hg:()/\ o
ife{07l})a

nelol) @ (W BHY0) (0X* H" BH"[i) @ (j1|2]0) 01 jr)) &

(ki|R1|+) (+|R1]k1) ® -+ @ (kn|R|+) (+|Rulkn) . (7.32)

Recall that in a Z-test run, the verifier rejects if a measurement result on an auxiliary qubit with #; = 0
decrypts to the value 1. Thus, applying the above to all terms in {E} }, we get that the probability that the

verifier rejects is given by
Y Y ol (7.33)
k Q€B;
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where B is the set of 27 + n-qubit Paulis with P, € {X,Y} (i =1...r) whenever h; = 0.
Since each test is executed with probability 1/2, and since #; = 0 in the X-test run if and only if #; = 1
in the Z-test run, we obtain that the probability that the verifier rejects is

1
5): Y lowol’. (7.34)
k QeBi, O

7.5 In the case of a computation run

Again using the preliminaries of Section 7.2 and Section 7.3, we now analyze soundness in the case of a
computation run. First, we determine the effect of a bit flip on the measured qubit in the T-gate gadget
(Section 7.5.1), then we do an analysis for the case that the computation run consists in a single T-gate
gadget (Section 7.5.2). This is extended to full generality in Section 7.5.3, where we give a lower bound
(as a function of the attack and of the underlying computation) on the probability that the verifier rejects
in a computation run (see Lemma 7.8).

7.5.1 Effect of a bit flip on a measured qubit

In Lemma 7.5, we establish the effect of a bit flip on the measured qubit in the T-gate gadget.

Lemma 7.5. The error induced by an X-gate on the measured qubit in the T-gate gadget in Figure 9 is
to introduce an extra XZP on the output.

Proof. An X-gate on the measured qubit in Figure 1 will cause the bottom wire to receive the correction
Pa®ety®l (instead of P4¥¢®Y), Since PA®cOy@l — pza®cdypadbe®y the following shows how we can use
we use and revise the calculation from Equation (5.1)-Equation (5.8).

Pa@c@y@lxdze Py-l-xa@czb _ Pzaec@y Pa@c@yxdze Py-l-xaeczb (7.35)
_ PZaeC@yXa®C@dZ (a®cdd)- (d@y)@a@b@c@dee@y-r (7.36)
_ XaEBcead Z(a@c@d) -(d®y) @a@b@cﬂadﬂae@yZa@c@yzaeacead PT (7.37)
_ Xa@codz(a@-c@d)-(d@y)@a@b@c@e PT. (7.38)

We note furthermore that the X-gate on the measured qubit causes the Pauli key to be updated as c <+~ c® 1.
Starting with the right-hand side of Equation (7.38), we thus obtain

Xa@c@d@lZ(a@c@d@1)-(d69y)@a@b@c@e@l PT = Xa@c@dz(a@ced)-(d@y)@a@b@c@d@e@y(xz P)T ) (7.39)
Comparing with Equation (5.8), we thus see that the effect is to apply XZP. O

7.5.2 The T-gate protocol under attack

In this section, we analyze the effect of an attack in a single T-gate gadget: we show that the effect of
the gadget on an encrypted qubit is to apply a T gate on the plaintext, while maintaining the encryp-
tion. Furthermore, if the auxiliary qubit undergoes an attack Q; € {X,Y}, then an error E = XZP (by
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Lemma 7.5) will be applied to the computation wire. The Pauli twirl plays again an important part in
simplifying a general attack to a convex combination of Pauli attacks. This analysis (Lemma 7.6) is used
as the inductive step in the proof of the general case as analysed in Section 7.5.3 (see Lemma 7.7).

Lemma 7.6. In Interactive Proof System 2, consider a circuit consisting in a single T-gate, applied to a
data wire which is initially an encryption of p. Consider a term in the attack {Ey}, given by Q = P| ® Qy,
Q' =P ®Q'y, acting on the auxiliary qubits (P;,Q1,P'1,Q'y € P1). Then in the case P, ® Q1 # P ® 0,
this term simplifies to 0, whereas otherwise the effect is to apply E T on the data, while maintaining a
uniform encryption, with the key held by the verifier. (Here, Q € P, and 89 =0if Q € {I,Z} and g = 1
otherwise.)

Proof. Suppose the honest circuit of the prover is applied, followed by an attack and the coherent
correction of the verifier, which is then followed by a measurement of auxiliary qubits. We consider the
effect of a Pauli attack Q = Py ® Q1, Q' = P'1 ® O, acting on the auxiliary qubits (P, Q1,P'1,Q'| € Py).
(Strictly speaking this is not a full attack, but instead, ignoring the coefficient, it corresponds to one term
in the expansion of the full attack as given by {E}}.) When a bit flip occurs on the top wire (i.e., when
Py € {X,Y}) in Figure 9, then the outcome undergoes an error E = XZP as given by Lemma 7.5. The
above is summarized in Figure 12.

X9Z°|y) &5 P — A
Prover 101 |
| P Xzl
X ER {0,1} c

Verifier o) —[H]—e der{0,1},y=a®c®x)

| |

Pp— :
L _ _ _

Figure 12: An attack Py ® Q; on a single T-gate gadget (computation run). Here, ¢’ = a ® ¢ and
b=(a®c) (ddy)DadbdcDedy.

In order to give a mathematical expression for Figure 12, we use the circuit identity in Figure 7
(according to which the measurement outcome ¢ undergoes an encryption and decryption with d). First
we consider the case dp, = 5p1/. Applying y = a @ ¢ @ x, and considering the trace of the auxiliary qubits,
we get the following expression

(iIXTP X e) (e[ XTP X i) @ (j1X* Q1 XY0) (01X* Q' X j)
i,je{0,1}a,b,c,d,exc{0,1}

XaEBcZ(a@c)~(d®x)6a@b@c®e€9xE5pl TpT*E*5pl Z(aéBc)-(d@x)@a@b@ceae@xxaéec

Rlade,(a®e) (dDx)Dadbdchedx)(ade,(adc) - (dDx)Dadbdcdedx|. (7.40)
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Note that above, we have included a key register for the computation wire, and have considered that the
first register is traced out, thus since 6p, = 51’(’ cross terms of the form

(i XX ) (| X P X9 i) (7.41)

with ¢ # ¢’ vanish and are therefore excluded. Furthermore, we consider without loss of generality that
the second register is decrypted with X* before being traced out.
Since a, b, and e appear only on the data register, and by a change of variable, we can rewrite this as

Y Y XIAXIe) (XX @ (IXTeIXT|0) (01X Q' X[ )@
i,je{0,1} c,dxe{0,1}
XZPER TpTE*% 76X @ |a,b)(a,b|. (7.42)
a,be{0,1}
Applying the classical Pauli twirl (Lemma 2.2), we get that for the case under consideration (6p, = p)),
the system is 0 if P ® O # P| ® Q}, and otherwise is

XZPER TpT*E*% 7PX* ® |a,b)(a, b] . (7.43)
a,be{0,1}
Next we consider the case Op, # 5P1/. Again applying y = a® c @ x, letting ¢/ = ¢$ 1, and considering
the trace of the auxiliary qubits, we get the following expression

Y XIPXe) ()X X i) @ (X Q1XF|0) (0[X Q! X j)®
i,je{0,1}a,b,c,d,exc{0,1}

g Xa@cZ(a@c)-(d@ax)@aeab@c@e@xEﬁpl TPT*E* ‘Spi Z(a@ac’)-(d@x)@a@beac’@eeaxxa@cl

®\a@c,(a@c)~(dEBx)@a@b@c@e@x}(a@c',(a@c’)-(d@x)@a@b@c’@e@x’. (7.44)

Note that above, we have included a key register for the computation wire, and have considered that the
first register is traced out. Thus terms of the form (i|X?P;X%|c)(c|X?P'1X?|i) vanish and are therefore
excluded. We again consider without loss of generality that the second register is decrypted with X*
before being traced out. Here, & represents a phase that depends on the key register and is due to the fact
that ¢ # ¢'.

Since 6p, = 5P( @ 1, since a, b, and e appear only on the data register, and by the following change of
variable,

a+adc (7.45)
b+ (a®c) (ddx)DadbDcdedx (7.46)
e« (add) - (dBx)Dadbd Dedx, (7.47)

we can rewrite this as
Y Y IXIPIX ) (e XY (XP )X i) @ (jIXFQ1X7|0)(0[X Q' X*| j)®
i,je{0,1} c,d x€{0,1}

EXZPERMTpTE* N 2 X @ |a,b) (a 1,e|. (7.48)
a,b,ec{0,1}
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Next, we apply the Pauli twirl to the first register, which yields 0 unless P; = XP[, in which case we
also get 0, since (i|Py|c){c|(XPy)|i) = 0.

Thus, we conclude that the case P ® Q # Pl’ ® Q’l evaluates to 0, whereas otherwise (by Equa-
tion (7.43)) the effect of the T-gate gadget is to apply E %, T on the data, while maintaining a uniform
encryption, with the key held by the verifier. O

7.5.3 General analysis for a computation run

In this section, we bound the acceptance probability in the case of a computation run. This result is
presented in Lemma 7.8, the proof of which depends on the following Lemma

Lemma 7.7. Consider Interactive Proof System 2 for a circuit C on n qubits and with t T-gate gadgets,
with attack {E} (with each Ey, = Y. 04 0Q). Suppose the target circuit C is decomposed as

C=T4GC ... T,,GTy Cy, (7.49)

where each C; is a Clifford group circuit and {; € {1...n} indicates that the i"* T-gate acts on qubit (;
(i=1...1). Let

0=PR01P,R0®---®P,®Q, (7.50)
with P,,Q; € Py (i=1...t) and similarly, let
0 =P 120,0P,20,2 --0P,20,, (7.51)

with P';,Q'; € Py (i=1...t). Let E be the error on the output induced by an X on the top wire in Figure 9.
For a Pauli P € Py, let 8p =0 if P € {I,Z} and 8p = 1 otherwise. Then we claim that after the honest
computation, attack, the verifier’s conditional corrections and tracing out of the auxiliary system, the
term of the system corresponding to the attack (Q,Q') is 0 if

PR0IOPR0Q QP00 #PR0|0PR07®---®P 00, (7.52)

and otherwise is

1)
(XNZP1 @ - @ X Zb")EZP’ TG E™0T,GE, T, G107
ay,by,...an,by

{0,1
(0" T} BN G THE S GO TE D (20X @ - 20X )
& |a1,b1,. .. ,an,bn><a1,b1,.. . ,a,,,b,,| . (7.53)
Note that in the statement of Lemma 7.7 above, we have that Q and Q' are applied only to auxiliary

qubits—we have thus omitted the “R” portion of the attack. Furthermore, we refer the reader to Figure 12
for the r = 1 case.
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Proof. Lemma 7.7 is proven by induction on ¢. The base case t = 0 is verified, since the initial system is

X1 751 ®...®Xanzbn|0n><0n|zb1xal ®...®anxan ® |a1,b17.__,ambn><a1’b1’_._,ambn| )
ar,by,....an,bn
€{0,1}

(7.54)
Next, suppose Equation (7.53) holds for t = k and consider t = k+ 1. Now, because each Pauli acts
on a different subsystem, an attack

0=PR010P, R0 X QPr® 0k ®Piri1 ® OQks1 (7.55)

can be decomposed as an attack on the first 2k auxiliary qubits, followed by an attack of the last two
qubits (and similarly for Q). Suppose P, ® Q; = P/ ® Q) (i = 1...k). By the hypothesis, the outcome will
be the application of the computation corresponding to the gadgets for iy and Ty, ,,, followed by attack
(Qr1 @ Pes1, Ot @ Py, (7.56)
on an encrypted system p given by:
1)
p= Y (XZ"@- - -@XwZ" )E, Ty, Cr.. E% ezngczEffl T, Cr|0")
ap 7bl 7~~-an7bn

€{0,1}

1) 1)
(O|CITHE NG TLE " . G E ) (20X @ - 20X ) @

|a1,b1,...,an,bn><a1,b1,...,an,bn|. (7.57)

First, the prover applies a Clifford circuit Cyy. After a key update as given in Section 4, a change of
variable will lead to p’:

1)
p= Y (XZ"®@--@X"Z")CeE, Ty Cr.. . E EZTgZCZEZPI T,,C1]0")
,b1,...ay,by
o

(O"CUTLE N CGTLE 2 G E Gy (2 X @ 27X @

lai,by,...,an,by){ay,by,... ,a,,by|. (7.58)

Next, the auxiliary qubits for Ty, are used; we apply Lemma 7.6 (only a single qubit, £ 1 is affected
by this part of the computation). Thus, if

Qi1 Pyt # Q1 O Py, (7.59)

the term vanishes, and otherwise it becomes

1) 1) 1
(X127 @ @XUZME, N Ty Cerr By T Cro . M T,GE, T, C1|07)
:b1y...an,by
al'E]{O,f}

E*SPkJrl (Zblxal R - anxan) ®

ékJrl €k+l

Y T s % kOB vk *
(OCITELE GTLE™ ) GTLE™ Gy T
lai,b1,...,an,bp){a1,by,...,an,by|. (7.60)
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By the hypothesis, the term also vanishes if
PRQ#P®Q; (i=1...k). (7.61)
Thus, Lemma 7.7 holds for the case ¢t = k+ 1 and by induction, Lemma 7.7 holds in general. O

We now state and prove the main result of this Section.

Lemma 7.8. Consider the Interactive Proof System 2 for a circuit C on n qubits and with t T-gate
gadgets, with attack {E} (with each Ex =Y o 04 0Q). Let B, , be the set of benign attacks. Then the
probability that the verifier rejects for a computation run is at least:

1-pY Y lowol, (7.62)
k Q€B:
where
p=1(10)(0] @ L, )Cl0")||* (7.63)

is the probability that we observe “0” as a results of a computational basis measurement of the n™ output
qubit, obtained by evaluating C on input |0").

Proof. Let the notation be as in Lemma 7.7. We apply Lemma 7.7 to the case of the attack {E}. We
denote each

Er=) OkoerQ®R, (7.64)
O®R
where
0=PR010PR%N® P00, (7.65)

(as before) and R € P,,. By linearity, we obtain the following system after the honest computation, attack,
the verifier’s conditional corrections and tracing out of the auxiliary system

Y XY Y thoerty popRX"Z" @ @ X" Z)
ai,bi,...anby k RR' Q
i

€{0,1
EX TG EN T, CE T, GO (OM|CTHE" M G THE ) ...
CCTE (2 X - 27X R ©
lai,by,...,an,by){a1,bi,...,an,by. (7.66)

We can assume that the verifier then decrypts the system; by the Pauli twirl (Lemma 2.1), the terms with
R # R’ vanish, leaving as the computation registers

I ) )
Y'Y ]ak7Q®R]2REZP’ T,C ... E% ezngczEél”' T, C[0")(0"|CI T E Zl” ICTLE 55’2 . .C,*TZE*ZP’R.
k QO,R
(7.67)
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Denoting R=R| ®---® R, (R; € P1), we see that each term with Q ® R being benign leads to the output
bit having the same distribution as in the honest case (Because for all i, benign attacks have dp = 0, and
also R, € {I,Z} will have no effect on the output qubit that is measured.) In the honest case, p is the
probability of observing “0” (which leads to the verifier accepting). In the case of the Pauli O ® R being
not benign, we have no bound on the acceptance probability. Thus, with probability at least

-n)Y. Y ool (7.68)

k Q€B,

the verifier rejects. O

7.6 Proof of soundness

In order to complete the proof of soundness, we combine Lemma 7.4 and Lemma 7.8. Consider the
Interactive Proof System 2 for a circuit C on n qubits and with 7 T-gate gadgets, with attack {E} }, where

Er=Y o 00. (7.69)
Q

Let B; , be the set of benign Pauli attacks, and B; ,, be the set of non-benign Pauli attacks, and let p be as
given in Lemma 7.8. Then since a test run occurs with probability 2/3 and a computation run occurs with
probability 1/3, the probability that the verifier rejects is at least

Z Y lowolP+5(1-p)Y Y ool (7.70)

k QEBtn k QeBr.n

Suppose that the input corresponds to a no instance of Q-CIRCUIT. Hence, 1 — p > 2/3 and the probability
that the verifier rejects is at least 2/9 since

*Z ) |O"<Q|2+7Z Y ool (7.71)

k QeB;, k Q€B,,
252 Y, ool + Z Y lowol (7.72)
k QeB;, k Q€B:,
2
=L L looel+g Z Y ool (1.73)
k Q€P2t+n k QEBtn
2
25 774
=9 (7.74)

In Section 6, we saw that, in the case that the prover is honest, the probability ¢ of acceptance of a
yes-instance of Q-CIRCUIT satisfies ¢ > 8/9 (completeness). We have determined above that for every
prover, the probability s of acceptance of a no-instance satisfies s < 1 —2/9 =7/9 (soundness). Thus we
have ¢ —s > 1/9, which, by standard amplification, completes the proof of Theorem 3.3.

One consequence of the proof in this section is to note that the identity attack (i. e., the prover’s honest

behaviour) yields
Y Y lowplF=0 (7.75)
k QeB;,
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and

1— 1—
TPZ Y Jowol = Tp’ (7.76)
k Q€B;,

from which we conclude (Equation (7.71)) that the identity attack is an attack that minimizes the
probability of rejection of a no instance.
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